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Video Surveillance Recording

The Synology NAS has an optional product that can be installed (“Surveillance Station”) that is very nice
and allows you to record audio/video data from IP cameras on your network. This section describes the
non-obvious things that are required set this up. You will need to install the two packages shown below
onto your NAS. Note that this comes with 2 camera licenses — you will need to purchase more if needed.
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PoE (Power over Ethernet)

Cameras require both power and an ethernet/signal connection. Using a PoE switch allows you to route
both the power and ethernet through a standard ethernet cable — making the installation much cleaner.

| chose to use the following PoE+ switch available on Amazon for $273.

You don’t need special cables, normal CAT5/6 ethernet cables work fine.
PoE comes in 3 varieties: PoE (15W/channel), PoE+ (30W/channel), and PoE++ (60-100W/channel.)

You can also plug non-PoE devices into it AS LONG AS your switch (this one does) supports the 802.3
AF/AT protocol (check the manual/label) which allow devices to negotiate whether they need power or
not. Cheaper switches may not have this and will damage non-POE devices because they always supply
power.
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https://www.amazon.com/dp/B08CQ8HVD3?ref_=ppx_hzsearch_conn_dt_b_fed_asin_title_2

Camera Reviews

Click on the following links to see my comments about various cameras.

Reolink RLC-823S2 IP Camera

Axis P3737-RLE IP Camera
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Reolink%20RLC-823S2%20IP%20Camera%20.pdf
Axis%20P3737-RLE%20IP%20Camera.pdf

Camera Configuration

You might think that you can then just plug cameras into your network and detect them with
Surveillance Station. This is what | thought and | wasted hours before | realized that the cameras need to
be configured BEFORE you can connect them to Surveillance Station.

This is typically done by downloading a configuration app from your camera vendor. The examples
below use the Reolink Client (available here) since my first camera was a Reolink 5SMP Security PoE IP

Camera model RLC-510A available on Amazon for S55.

Adding New Cameras to Reolink App Confusion

The Reolink App allows you to add a new camera using either its: UID, IP address, or Link.

IMPORTANT — IP address ONLY works if the app is running on the same network as the camera!

Use the camera UID to add the camera to the app the first time — this will work even if the app and
camera are on different local networks as long as they are bridged by a router that supports plug and
play of course.

The Reolink camera UID is located on the serial number sticker of the camera.

This drove me crazy and | wasted about 4 hours setting up my 2™
camera because | forgot about this and tried to use the IP address
which constantly failed on a separate network. But | could see the
1%t camera working just fine. | even tried updating the PC routing

table but this didn’t fix it either.

Using a laptop with the Reolink app and connecting directly to the camera network then using IP
addresses also work fine, but is more involved.

Adding New Cameras to Surveillance Station Confusion

Surveillance Station needs an IP address to connect to the camera so you will need to setup your
cameras on the router with DHCP reservations for their MAC addresses so that the cameras will always
have the same IP address.
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https://reolink.com/us/software-and-manual/
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Camera Port Confusion

Another confusing aspect of IP Cameras is that they support multiple TCP ports — typically one port to
configure the camera (9000 for the RLC-510A), and then other ports to allow your application to read the
camera data (typically 80 for HTTP, or 443 for HTTPS.)

Your app (Surveillance Station in this case) typically does NOT know how to connect to the configuration
port and expects the camera to be properly setup to communicate before you start using it with the app.

What was annoying for me at first that | assumed the camera enabled some ports by default, but it does
NOT! You have to manually enable appropriate server protocol in the camera configuration app as
shown below (Surveillance Station requires HTTP and RTSP, other apps may have different
requirements.) Failure to do this will result in hours of frustration chasing down bogus error messages
later when trying to ‘activate’ the camera.

TESTRLC-510A

<€ Server Settings

Device
Name

A Device
TESTRLC-510A Dispiay Basic Service
Connecled
Stream
Smart Detection
Light
Sounds

Info

B Surveillance
@ Network
@ Storage

3 System
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Stream Configuration

Another confusing aspect is that the Stream configuration must be the same on the camera as on the
app (Surveillance Station.)

An example of this confusion is that the RCL-510A camera supports BOTH ‘Constant’ and ‘Variable’
frame/bit rates — HOWEVER Surveillance Station ONLY supports ‘Constant’ frame/bit rates SO you need
to make sure the camera is configured for ‘Constant’ otherwise the connection will fail.

This is just one example — you need to make sure ALL of the camera configuration matches the app
settings.

TESTRLC-510A

Stream

Device

B Device @ Ciear

TESTRLC510A —
Fm— Resolution 25601920
stream Frame Rate (FPS) 5

Smart Detection Max Bitrate (Kbps) TR

Light Hrame Interval 1x

Encoding Format H264
Sounds

Info

Fluent o

B Surveillance i
Resolution

@ Network Frame Rate (FPS)
Max Bitrate (Kbps)

W Storage I-frame Interval

€ System

Frame Rate Mode
Constant

Bitrate Mode

Constant Bitrate

Other Camera Configuration Settings
Most of the other settings are pretty self-evident.

Once you have the camera configured you add it to Surveillance Station and it should work as expected.
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Using a Separate LAN for Cameras

Ideally you want your cameras on their own ethernet LAN so that the high rate of camera traffic will not
interfere with your normal LAN activity.

However, there are several considerations that need to be thought through when doing this.

e DHCP Server —it is highly recommended to use DHCP (rather than static IP) so that each camera
MAC address has a ‘fixed’ IP address. Your choices are as follows:
o Synology NAS supports a built-in DHCP server which works nicely.
= However, there is no ‘clean’ Synology NAS support for routing packets between
the two networks. So, if you need packet routing (and | would recommend it as
it makes configuration MUCH easier) you would need to also add a router —
which would have its own DHCP server negating the benefit of using the NAS
DHCP.
= If, on the other hand, you don’t need packet routing, then this is the way to go.
This would be the way to setup a completely isolated camera network, which
would be more secure but a maintenance nightmare.
o Use a separate router and enable it’s DHCP server.
=  This would be my RECOMMENDED way to go as it is MUCH simpler to maintain.
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LAN Configuration

On my DSM there are 4 ethernet ports and | randomly chose to connect the cameras to port 4.

Setup the ethernet configuration to use a new network (different from the main LAN 1) as follows:

P Q General Network Interface Traffic Control Static Route Connectivity
Create ~ Edit Manage - l
Shared Folder
LAN 1 DHCP
Lad f
B File Services Connected 192.168.0.180
LAN 2 DHCP

22 User & Grou|
= P 160.254.117.105

&l Domain/LDAP LAN 3 DHCP
169.254.175.74

P LAN 4 Static IP .
® External Access Connected 192.168.2.1
7 Network PPPoE Edit .
@ security IPv4  IPV6  802.1X
o Termizal & g2 Get network configuration automatically (DHCP)

® Use manual configuration

IP address: 192.168.2.1
@ 1nfo center

Subnet mask: 255.255.255.0
B Login Portal
Gateway: 192.168.2.1

- )
%o Regional Options DNS Server: 102.168.0.1

Set as del

B, Notification

EJ 7

Set MTU value manually

Enable VLAN (802.1Q) &

Physically connect your POE switch to the LAN 4 port.
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NAS DHCP Server Configuration

Install the ‘DHCP Server’ app (if not already installed.) Alternatively, you could configure each camera
with static IP addresses on another network, but it is much cleaner to do it this way with a DHCP server.

Configure it, using the ‘DHCP Server’ tab, to automatically assign the lower ranges (if you need this
hooking up laptops etc.) using the ‘Create’ button.

Make sure to check the ‘Enable DHCP server’ checkbox so that DHCP is enabled on this LAN, and assign
your primary LAN DNS settings here manually (although you shouldn’t really need these for the
cameras.)

CP!
RAl

i Network Interface Edit Dizabla DHCE

B vendor LAN:L

E}: PXE LAN 2
LAN 3
LAN 4 ~ _/’z/}
Enabled - =

Edit

DHCP Server BHCP Clients

+/ Enable DHCP server

Primary DNS: 192.168.0.1
Secondary DNS: 192.168.0.1
Domain name: cameras

Enable Web Proxy Automatic Discovery

Subnet list:

Create

192.168.2.10 192.168.2.99 255.255.0.0 192.168.0.1 v
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Then switch to the ‘DHCP Clients’ tab and use the ‘Add’ button to add static IP reservations for each of

your camera MAC addresses.

h Network Interface Edit Disable DHCP

B vendor Lani
E: EXE LAN 2
LAN 3
LAN 4

Enabled

Edit

DHCP Server { DHCP Clients

Add

Assigned/available IP addresses: 1/90

ec:71:db:72:17:ac Cameral 0 day(s) 23 hour...

litem C

If you plug in a camera without setting a reservation, it will show up on this screen and you can use the

MAC address displayed to create a reservation.

Note that ‘greyed out’ entries in this screen are NOT active. This is very helpful to tell if a device is

present or not.

5/6/2026 Alpha Engineering Labs — Video Surveillance 12



Router Configuration

Physically connect your router between your home network (WAN) and your camera network (LAN.)
The following describe how to configure the TP-Link ER605 router but should be similar for other routers
as well. There are several other common setups (Time Server, etc.) that are not described here because

they are so common it is assumed you know how to set them up. Only the core setup items that could
be confusing are described here.

You will initially need to do this configuration with a laptop connected to one of the router LAN ports.
Once it is configured, you can then remote in to the router IP address using any web browser.

Configure LAN

Setup you LAN as appropriate. Set the ‘Ending IP Address’ to something below where you are going to
assign cameras (192.168.2.10 - 192.168.2.99) — | assigned cameras starting at 192.168.2.100.

LAN DHCP Client List Address Reservation

MNetwork List

© Add

1D Name Vlan IP Address Subnet Mask DHCP Server DHCP Relay Operation

Name: LAN

IP Address: 192.168.2.1

Subnet Mask: 255.255.255.0

Mode: e Normal Bridge

Vian: 1 (1-4086)
DHCP

DHCP Mode: @ DHCP Server DHCP Relay
Status: ¥| Enable

Starting IP Address: 192.168.2.10

Ending IP Address: 192.168.2.99

Lease Time: 120 minutes {1-2880. The default value is 120)
Default Gateway: (Optional)

Setup your camera ‘Address Reservation’s on the tab above with that name.
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Remote Management

Enable remote management so you can use a computer on your home network to update the router
configuration (otherwise you will need to attach a laptop to one of the router LAN ports to configure it.)

Admin Setup Remote Management System Settings

Remote Management

Q add @ Delete
D Subnet/Mask Status QOperation
1 192.168.0.0/24 Enabled € B ]
Create an IP Group entry for your Home Network (WAN)
First create and IP Address entry:
IP Address List
© add @ Delete
1D Name Iz f\rgg;ess IP Address Range IP Address/Mask Description Operation
IP_Home_Networ IP Rp—
2 K Address/Mask 192.168.0.0/24 102.168.0.0/24 4w
Then the IP Group entry:
Group List
@ add @ Delete
D Group Name Address Name Description Operation
3 IPGROUP_HOMENET IP_Home_Network Home Network (E(
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Create Access Control Rule to Allow WAN Traffic

This is necessary to be able to access the LAN network from the WAN — otherwise all in-bound traffic is
blocked by the router. You can be more specific if you have security concerns, the rule below allows ALL
traffic originating from my WAN network ONLY (no internet traffic) to come through.

Access Control

Access Control List

© add @ Delete

D Name Policy S:;\I;i;:e Direction Source Destination I:lsec;:irgfk DEséttialztri;n Effective Time  Operation
MName:
Policy: Allow -
Service Type: ALL -
IP Type: e IPv4 IPVE
Direction: [WAN] IN -
Source: IPGROUP_HOMENET w  Select Location
Destination: IPGROUP_LAN -
Effective Time: Any -
States: MNew, Established, Related -
1D: (Optional)
oK Cancel

5/6/2026 Alpha Engineering Labs — Video Surveillance 15



Un-Block Firewall Rules you Need

If you need to use ‘Ping’ or ‘Tracert’ from the WAN you will want to un-check the following.

Attack Defense

Flood Defense

Multi-connections TCP SYN Flood
Multi-connections UDP Flood
Multi-connections ICMP Flood
Stationary source TCP SYN Flood
Stationary source UDP Flood

Stationary source ICMP Flood

Packet Anomaly Defense

+| Block TCP Scan (Stealth FIN/Xmas/Null)
Block TCP Scan with RST
+| Block Ping of Death
Block Large Ping
Block Ping from WAN
»| Block WinNuke attack
v| Block TCP packets with SYN and FIN Bits set
v| Block TCP packets with FIN Bit set but no ACK Bit set

v| Block packets with specified IP options

+| Security Option
Record Route Option

5/6/2026 Alpha Engineering Labs — Video Surveillance
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Update Your PC Routing Table

Once you have the router configured, you still need to update your PC routing table to tell it ‘where’ your
Camera Network can be reached through the router. Failure to perform this step results in your
attempts to access your Camera Network being routed out to the Internet (default resolution) which, of
course, will never work.

This can only be done through the ‘Admin’ terminal (WindowsKey-X, Terminal-Admin.) The following
lines show how to add a route to the Camera Network (192.168.2.0) through the Router (192.168.0.32).

1%t line — add a temporary route (gone at power down.)
2" line — remove the temporary route.

3" line — add a permanent route (persists through power down.)

'__' B Administrator: Windows Powt X + ~

PS C:\Users\admin> route add 192.168.2.8 MASK 255.255.255.0 192.168.08.32
I

DgHé:\Users\admin> route delete 192.168.2.0 MASK 255.255.255.0
|

PgHé:\UserS\admin> route add 192.168.2.0 MASK 255.255.255.0 192.168.0.32
I

PgHé:\Users\admin> route print

Interface List
15...b® 7b 25 Killer E2680 Gigabit Ethernet Controller
L 00 9c ef Killer(R) Wi-Fi 6 AX1650i 168MHz Wireless Network Adapter (201NGW)
9...3c 9% Bf Microsoft Wi-Fi Direct Virtual Adapter
A2 o Microsoft Wi-Fi Direct Virtual Adapter #2
18... Bluetooth Device (Personal Area Network)
.Software Loopback Interface 1

Active Routes:

Network Destination Netmask Gateway Interface Metric
0.0.0.8 0.0.0.0 192.168.0.1 192.168.0.95 pl
127.8.0.0 255.0.0.0 On-link 127.8.0.1 331
127.09.8.1 255.255.255.255 On-Llink .0.0.1 331
127.255.255.255 255.255.255.255 On-link 127.9.0.1 331
192.168.0.9 255.255.255.0 On-link 192.168.0.95 281
192.168.8.95 255.255.255.255 On-Llink 192.168.08.95 281
192.168.0.255 255.255.255.255 On-Llink 192.168.0.95 281
192.168.2.0 255.255.255.0 .168.08.32 192.168.0.95 plc
224.8.0. 2U0.0.0.0 On-Llink 127.8.0.1 331
224.09.0. 2U00.0.0.0 On-Llink 192.168.0.95 281
255.255. 255, 255.255.255.255 On-link 127.9.0.1 331

255.255.255. 255.255.255.255 On-link 192.168.0.95

8.
0.
0.

Persistent Routes:
Network Address Netmask Gateway Address
192.168.2.0 255.255.255.0 192.168.6.32
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Surveillance Station

Adding a Camera to Surveillance Station

Once you have the camera with its reserved IP, you can proceed normally and add it in ‘Surveillance
Station’ using the IP assigned here.

Shown below is the same camera, that | used to have on LAN 1, which is now connected on LAN 4.

*n
= 0O
B e camera

Enable - Delete More ~ FAQ

Occupied: 30.4 (GB)
v
[Local Host]

If you have a camera unit with multiple cameras inside you can setup multiple Surveillance Station
cameras (all using the same IP address) with each one configured for a different video stream. Some
cameras may also allow you to setup a single Surveillance Station camera using a video stream that
groups all of the individual cameras together.
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Access Privileges for Surveillance Station

To access Surveillance Station, your user account either has to have ‘admin’ privileges, OR you have to
‘grant’ the privileges to a non-admin user. You generally don’t want to use admin privileges for security
reasons — but you could.

In the example below, the NAS user ‘Viewer’ has been assigned ‘Spectator’ rights which allows them to
‘look’ at videos but not change anything. You can safely use this user to look at videos without any
security risk.

= List Add Delete it ~ Generate Report ~ = - | Q Search
IP Camera =

Filter by Privilege Type ~

& Group O Alec

A App vileg admin All Privilege Types
8 Frivilege Profile , Manager
o) iewer

itor C N [
e Carer ) Applied privilege profiles: All-Object Spect: Spectator

Description Surveillance Station Viewer

User type Spectator
User privilege profile All-Object Spectator

Recording Group privilege profile

The user ‘Alec’ has been assigned ‘Site Admin’ rights which allows them to add/remove cameras and
change configuration values. This set of rights is useful for every day management, however there are
several things that even the ‘Site Admin’ can’t do — like add/remove licenses.

To get access to ALL of the features you must log in with a NAS user account that has full ‘admin’ rights.
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Accessing Video on a Tablet

You can access your video on a tablet using an app called ‘DS cam’ which you can download. Here is an
example of where having the ‘Viewer’ user is directly applicable since you might not trust this 3™ party

app and not want to give it ‘admin’ rights when you login.
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